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This monothematic issue establishes a  foundation for interdisciplinary research in  the  domain 
of  cybersecurity, digital trust, and the  economic implications of  cyber threats. The  accelerated 
digitalization of  businesses, public administration, and society as  a  whole is  an  unparalleled 
escalation in cyber risks, which exert a direct influence on the economy, security, business continuity, 
and public administration. The objective of this edition is to compile original research and innovative 
approaches that will facilitate a more profound comprehension of contemporary challenges and 
enhance the resilience of the digital ecosystem.
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Background and Objectives
Despite considerable investments in  cybersecurity, the  practical implementation of  security 
frameworks in organisations remains mostly inadequate. The increasing digitisation of the world, 
the  proliferation of  the  Internet of  Things (IoT), the  pervasive use of  artificial intelligence, and 
intricate supply chains have rendered conventional security methodologies ineffective. Concurrently, 
the  sophistication of  cyberattacks is escalating, transcending the  confines of  mere technical 
challenges and manifesting as significant economic, social, and geopolitical concerns.

The following issues are of particular significance:
i.	 It  is evident that there is an absence of adequate integration of technical, organisational and 

economic perspectives within the domain of cyber risk management practices;
ii.	 It is evident that there is a paucity of preparedness among organisations, most notably SMBs 

and public administrations, for the  increasing prevalence of  ransomware, supply chain, and 
AI-enhanced attacks;

iii.	 The  absence of  measurable frameworks for digital trust is  a  matter of  concern, given its 
importance for business, innovation, and the adoption of new technologies;
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iv.	 It  is evident that the implementation of European regulations, including NIS2, DORA and the 
AI Act, in practice has been inadequate, particularly with regard to their economic impacts and 
the management of compliance.
Moreover, a  discernible absence of  research exists that systematically links cybersecurity, 

economic models and organisational management. This gap in the extant literature limits the capacity 
to predict the impact of cyber incidents on the economy, value chains and market stability.

The objectives of this monothematic issue are therefore to:
i.	 Enhance comprehension of the socio-technical character of cyber risks;
ii.	 Provide support for research endeavours that establish a linkage between technical, managerial 

and economic aspects;
iii.	 Contribute to the creation of frameworks, methodologies, and decision-making models that will 

help increase the resilience of organisations and strengthen digital trust.

Aim of the Monothematic Issue and Topics
This monothematic issue focuses on a broad spectrum of research perspectives on cybersecurity 
and digital resilience. We welcome contributions from the fields of IT/IS, economics, management, 
public administration, law, and behavioral sciences. We expect original empirical studies, theoretical 
articles, case studies, and review papers.

Welcome topics include, but are not limited to:

Technologies, systems, and threats:  
�� Next-generation cyberattacks (AI-driven threats, deepfake-based frauds);
�� Resilience & incident response in hybrid and multicloud environments;
�� IoT and OT security in critical infrastructure;
�� Zero Trust security architectures.

Economic and managerial perspectives:
�� Economic impacts of cyber incidents;
�� ROI and cost-benefit analyses in cybersecurity;
�� Risk management, governance, and cyber culture in organizations;
�� Behavioral cybersecurity (human factor, decision-making, awareness).

Regulation, compliance, and policy:
�� Impacts of NIS2, DORA, GDPR, and AI Act on organizations;
�� Cybersecurity in public administration and e-government;
�� Standardization, audits, and measurement of cybersecurity levels.

Digital trust and society:
�� Digital identity, privacy, and data protection;
�� Ethics in cybersecurity;
�� Trust in digital services and the trust economy;
�� The role of education and the academic sector in strengthening cybersecurity.
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